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Introduction

In October, Microsoft released its newest update for Windows 10 - patch
1809. Included within this patch were a number of bugs that would, in turn,
introduce various faults to the host OS.

While the faults vary from system to system, due to the seemingly infinite
variations of endpoint configurations, software installations, and versions,
there were several that were common among many users.

Advanced System Repair Pro (ASR) includes a number of tools that allow
users to fix many of these faults. Using patch 1809 as an example,
Checkmark Certified looked at how ASR can help combat problematic
updates as and when they occur.




/¢ CHECKMARK CERTIFIED

In order to conduct testing, a machine was built to meet the specification
most commonly reported on with regards to faults in the 1809 patch.

A pre-October version of Windows 10 was installed and automatic
Windows updates disabled, so as to control which updates were installed
and when.

Scans, using ASR, were conducted before and after the installation of patch
1809 so as to eliminate existing faults detected by ASR that were not
directly attributable to patch 1809. A series of benchmarks were also taken
pre and post installation to determine what changes were made that
introduced anomalous behaviour.

TEST OUTCOME

Advanced System Repair Pro, through the provision of a variety of toolsets,
was able to mitigate the impact of faults that were introduced to the
system as a result of the recent Windows 10 1809 patch.

While not all associated bugs can be fixed, such as the widely reported
document deletion, many can and were. Moreover, as fixes are made
available through current and future hotfixes, having a central application,
such as ASR, for tracking and applying these to the system is massively
advantageous. As is the ability to select what fixes should be conducted.
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Test Results

TCO1 - System Security

One of the major areas for consideration with this, or any other, update is
the introduction of vulnerabilities as a direct result of installation. Through
the Security Holes functionality, ASR scans the system for the vulnerabilities
and checks for available OS patches on the Microsoft servers.
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Scan done Security holes
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Privacy Traces 2755
Junk Files 4.09 GB
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Startup Optimizer
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Fix Now Back to scan results
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TCO2 - System and File Corruption

One of the most common faults attributed to patch 1809 is a clash with
specific versions of various Intel drivers and software. Compatibility issues
are not unigue to this scenario and ASR provides a means to fix these
through both its own tools and a 3@ party device driver application.
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TCO3 - System Performance

Every additional piece of software installed on a system has the potential to
increase the drain on system resources, whether as a result of an update or
through full installation of a new application.

ASR provides a means to identify where a system can be optimised, not just
in reboot times but also in terms of real overhead reduction.

Menu Statistics
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Gathering System Data
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System Configuration
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Malware Threats by app

Windows UI Settings
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Corrupted Files and Errors

Fix Now Back to scan results
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Advanced System Repair Pro - Product Overview

While some system clean-up utilities may focus on a given area, such as
driver updates, system registry, or disk fragmentation, ASR provides a
complete system repair capability; including a malware detection and
removal engine that has, separately to this test, been awarded Checkmark
Certification in its own right.

Running of the scan is comparatively
fast, especially considering the breadth
of areas covered, and results are
displayed to the user in a clear and
concise manner.

The Ul is well designed and permits a
good degree of user control and
configuration, without becoming a maze
of individual option screens and settings.

Aside from making noticeable
improvements to the system
responsiveness and general
performance, ASR also introduced a
minimal resource footprint of its own. In
contrast to products that clean systems
while proving a drain on performance
themselves.

Summary

ASR is a complete solution that protects the end user while improving
system stability and performance.




£/ CHECKMARK CERTIFIED

Disclaimer

Checkmark Certified is dedicated to ensuring the highest standard of
security product testing in the industry, it is never possible within the scope
of any given test to completely and exhaustively validate every variation of
the security capabilities and/or functionality of any particular product
tested and/or guarantee that any particular product tested is fit for any
given purpose. Therefore, the test results published within any given report
should not be taken and accepted in isolation.

Potential customers interested in deploying any particular product tested
by Checkmark Certified should seek further confirmation that the said
product will meet their individual requirements, technical infrastructure and
specific security considerations. All test results represent a snapshot of
security capability at one point in time and are not a guarantee of future
product effectiveness and security capability.

Checkmark Certified provide test results for any particular product tested,
most relevant at the time of testing and within the specified scope of
testing and relative to the specific test hardware, software, equipment,
infrastructure, configurations and tools used during the specific test
process.




